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Instructions for using the Authenticator App to Log in to
PPRT Database

Before you can use the Authenticator app to login to the PPRT Community, you must:
e Ensure that your mobile number is registered in the system by following the steps below

in screenshots:
1. Navigate to the home page

PPRT m Bruce Akers

9 GSA Personal Property Logged in as Bruce Akers (bruce.akers@im.doe.gov.geofiidvp) | Sandbox GEOfL1DVp
GSA Personal Property Reporting Tool

‘ (PR Chatter  Bulk Upload Data Entry Reports  PPRT User Search

Welcome to the GSA Personal Property Reporting Tool (PPRT)

PPRT ESD Data

Approver, PPRT ESD Agencies are required through 40 USC 529 and FMR 102-36 to report to GSA assets provided to any non-federal entity. Personal Property Report
Tool (PPRT) is a web-based tool used to collect data on personal property transferred directly to certain non-federal recipients. PPRT also captures

Data Entry User, PPRT

" activity which is facilitated or directed by GSA through the Federal Utilization, Denation, or Sales programs. PPRT also collecis data on the sale or
NFRD Data Approver, exchange of asses with an entity. FMR 102-39 requires agencies to report activity conducted under the authority of 40 USC 503
HPRT D ey Federal Asset Sales (eFAS) collects data on personal property sales activity per FMR 102-38. There are currently six agencies approved as Sales

2. Click on your name in upper right corner

2 @ geoflldvp-gsageo.cs33.force.com/PPRT/apex/PPRTHomeTab r > % 6

m Bruce Akers

Personal Property Logged in as Bruce Akers (bruce.akers@im.doe.gov.¢ My Settings

Search

Edit Contact info

a Chatter Bulk Upload DataEntry Reports PPRT User Search
Logout

_ Welcome to the GSA Personal Property Reporting Tool (PPRT)
) Data
PPRT ESD Agencies are required through 40 USCVS29 and FMR 102-36 to report to GSA assets provided to any non—fedgral entity Person:al E’EODEITY Rgpon

3. Select Edit Contact Info in dropdown menu
4. Enter your mobile phone number as shown below:



Edit Contact Information x

About Contact

* Email Employees v |i Work Phone Employees v |i

Mobile Phone Employees v |i Fax Employees v |i
(864) 678-0094

Street Address Employees +» |i
City Employees « i State/Province Employees = |i
Zip/Postal Code Employees w» i Country Employees + |i

Save All | | Cancel

5. Save All

e Download and install the Authenticator (Microsoft Authenticator or Google

Authenticator recommended) application on your mobile device.

PPRT - Log in Using Authenticator App

Navigate to the Login Page
1. Enter your User Name and Password.
2. Click the Username Login button.

General User Login

To use OMB MAX.gov

MAX Login

-OR-
To use your PPRT username and password

& Username®

& Password®

Forgot Your Password?

The Confirm your Identity screen displays as seen:


https://support.logmeininc.com/lastpass/help/microsoft-authenticator-lp030022
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en
https://support.google.com/accounts/answer/1066447?co=GENIE.Platform%3DAndroid&hl=en

How would you like to confirm your identity?
Method 0 Email me

® Authenticator App

! Google Authenticator is the most compatible authenticator for GSA Applications

« Apple iPhone /iPad: hitps:/fitunes.apple.com/us/app/google-authenticator/id 388457605 ?mi=8
« Google Android: https:/play.google.com/store/apps/details?
id=com.google android.apps.authenticator2&hl=en

Next

3. On the Confirm your Identity screen above, click the Authenticator App option.

4. Once this is selected click the Next button on the lower right corner of the square.

5. The Add a Time-Based token screen will display as seen below:

Add a Time-based Token

Download the authenticator mobile device, scan the QR code, then enter the token.

Token ||51092<c_1 I

Previous MNext

6. Onthe Add a Time-Based token screen, use the Authenticator app on your mobile
device to scan the QR code. This will link (register) your User ID with the Authenticator
app. A new token is generated by the Authenticator app each time and is time sensitive.



7. Enter the token and and click the Next button. The PPRT Home Page should be
displayed.
Note: the QR code needs to be registered only during the first use.

8. Subsequent log-ins will only require verification code on the app to access the PPRT
Database.

Enter Time-Based Token

Enter the token from the authenticator app on your mobile device

Having trouble?

If you can't access your authenticator app, contact your administrator to reset your key.

Next
PPRT home page will be displayed as shown below
@ S 3 swichto Lighting Experence SHNABANYA = Setup  Help & Tialing

Home [CLIYGEUIN Property DataEntry PPRTUserSearch  +

m Welcome to the GSA Personal Property Reporting Tool (PPRT)
No PPRT User Role




Instructions for Using the Authenticator App to Reset
Your Password in the PPRT Database

1. Click on Forgot Your Password

General User Login

To use OMB MAX.gov

MAX Login

-OR-
To use your PPRT username and password

& Username”

8 Password®

Forgot Your Password?

Forgot Your Password

To reset your password, enter your username.

Username




2. Once the password has been reset for a user, the system will auto-generate a password
reset link and email the user. Click the password reset email link in the email as
displayed below:

Sandbox: Your new | \ password Inbox x

Hi Lynetie

Your password has eset fo y 5o to

3. On the Confirm your Identity screen, click the Authenticator App option.

SRS S AP LD L E S Y RS

How would you like to confirm your identity?
Method Email me

8 Aulhenticator App

Google Authenticator is the most compatible authenticator for GSA Applications

« Apple IPhone ¢ (Pad:  hitps: Vhnes apple com/usfappigoogle-authenticatonid 38848605 mi=E
« oogee Android:  hitps:play.google.comdstore/apps’details?
:':::'.r:'l'_._:|.'u,'.:_|-|::_,,-;|:|::rr,ir| aors authenticator2&hl=en

et

4. Click the Next button. The Add a Time-Based token screen is displayed as seen below:



LT LR BT A B W PR VR LS,

Add a Time-based Token

Download the authenticator mobila device, scan the QR code, then anter the token.

Token |'539832

Previous Mext

5. Onthe Add a Time-Based token screen ( This is the image displayed above), use the
Authenticator app on your mobile device to scan the QR code. This will link (register)
your User ID with the Authenticator app. A new token is generated by the
Authenticator app each time and is time sensitive. Enter the token and and click the
Next button. The Change Your Password screen is displayed.

Note: the QR code needs to be registered only during the first use.

6. This will lead to the Change Your Password screen, type in the New Password and
Confirm New Password fields, and click the Change Password button.



salesforce

Change Your Password

Enter a new password for
W e Your password must

have at least:

(") 8characters

() 1letter

() 1number

* New Password

* Confirm New Password

PPRT home page will be displayed as shown below

2 ooy : :
salesforce ks Search search
[ Switchto Lightning Experience  SHVABANYA +  Setup  Help& Traiming (el

Home [ZIUDLELE Property DataEntry PPRT UserSearch  +

Welcome to the GSA Personal Property Reporting Tool (PPRT)

No PPRT User Role
‘Agencies are required through 40 USC 529 and FMR 102-36 {0 report to GSA assets provided to any non-federal entity. Personal Property Report Tool (PPRT) is
aweb-based 100l used to collect data on personal property transferred directly o certain non-federal recipients. PPRT also captures activity which is faciltated or
directed by GSA through the Federal tiization, Donation, or Sales programs. PPRT aiso collects ata on the sale or exchange of assets with an enity. FMR 102-39
There are 16 Contasis 16, requires agencies 1o report activity conducted under the authority of 40 USC 503,

ay

Federal Asset Sales (eFAS) callects data on personal property sales activity per FMR 102-38. There are currently six agencies approved as Sales Centers to sell
ersonal property under initative. In imited any agency property under ts own authority and report
Upcoming Events/Milestones this data to GSA,

‘There are no upcoming events
to display.

PPRT Training

Recorded Training
PPRT-eFAS End User Training
Presentation 92019

PPRT Document Library.

PPRI/eFas User Guide




